From: Chen, Lily (Fed

To: Moody, Dustin (Fed); Kelsey, John M. (Fed); Cooper, David (Fed); internal-pac
Subject: RE: Commenting on 3rd round report

Date: Wednesday, March 9, 2022 12:54:19 PM

Attachments: comments up to p30-NISTIR8413.docx

I am about the page 30. These are the comments. In case someone has time to look at
them. I will continue from page 31. If you have questions or like to discuss, please let
me know.

Lily

From: Moody, Dustin (Fed) <dustin.moody@nist.gov>

Sent: Monday, March 7, 2022 2:45 PM

To: Chen, Lily (Fed) <lily.chen@nist.gov>; Kelsey, John M. (Fed) <john.kelsey@nist.gov>; Cooper,
David A. (Fed) <david.cooper@nist.gov>; internal-pgc <internal-pgc@nist.gov>

Subject: Re: Commenting on 3rd round report

Lily,
The format is fine. Thanks,

Dustin

From: Chen, Lily (Fed) <lily.chen@nist.gov>

Sent: Monday, March 7, 2022 2:44 PM

To: Moody, Dustin (Fed) <dustin.moody@nist.gov>; Kelsey, John M. (Fed) <john.kelsey@nist.gov>;
Cooper, David A. (Fed) <david.cooper@nist.gov>; internal-pgc <internal-pgc@nist.gov>

Subject: RE: Commenting on 3rd round report

These are the comments I have so far. I will continue to use the same format, if it is
okay.

Lily

From: Moody, Dustin (Fed) <dustin.moody@nist.gov>

Sent: Monday, March 7, 2022 2:40 PM

To: Kelsey, John M. (Fed) <john.kelsey@nist.gov>; Cooper, David A. (Fed) <david.cooper@nist.gov>;
internal-pgc <internal-pgc@nist.gov>

Subject: Re: Commenting on 3rd round report

I'd agree with David that we should just use the commenting feature at this point. If you want
to make comments some other way, just send an email, and we can insert them into Overleaf
for you.

Please regularly go check for comments and help resolve any that you can. ['ll try to directly
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Page 8:  Check the footnote 1. It may be superseded by the other text. We do not need an explanation for the “figures below”, because each figure it explained individually. 

Page 16: “Specifically, the characteristics mentioned were flexibility, simplicity, as well as factors that could hinder adoption.” Nothing wrong with this sentence. But flexibility, simplicity are positive characters. But “factors that could hinder adoption” is negative. Is there a way to change it to a positive?

[bookmark: _Hlk97563850]Page 16: Bottom “(see, for example, [100–105].)” “)” is missing. Please note, “see, for example, [#]” are not consistent, some with parenthesis, while others without (global check). 

Page 17: Title of Section 2.3 need to be re-considered. “2.3 Selection of the Candidates for Standardization (or 4th Round)” Not sure why “(or 4th Round)”.  Maybe “Selection for Standardization and 4th Round”? 

Page 17: Section 2.3 is an important section. It can be better organized. I think it needs an introduction paragraph. Now it says attacks on GeMSS first, the rainbow, etc. It makes sense to display them in the order of times when the attacks discovered. But for readers who did not follow all the events, this is a little hard to read. For example, it can say, 

“This section describes how we made the selection for standardization at the end of the 3rd round and for the algorithms moving to the 4th round. During the third round, there were some cryptanalytic results that had a significant effect on NIST’s selections. An attack on GeMSS ….” 

Page 17: Section 2.3, the third paragraph, the first sentence is “NIST also decided to remove FrodoKEM, NTRU Prime and Picnic from consideration.” This is about both KEMs and signatures. “I feel we may need a sentence before this sentence. For example, “besides security, NIST also considered future standardization potentials.” (Actually, this sentence can replace the original sentence. See comment below.)

In the third paragraph, the first part talks about KEMs, why FrodoKEM and NTRUPrime will not move to the 4th round. Then it says “Similarly, Picnic was not selected because NIST is choosing to standardize SPHINCS+. …” We started to talk about signatures. Late in this section, we talked about signatures again. It is understandable that we use the same principle for signature selections, which might be the reason we put some signature statement here (and the first sentence of the 3rd paragraph). But it may be easier for the readers to follow if we first talk KEM and then signature, separately. We can add a sentence when we switch to signatures. 

Page 20: Section 3, suggest to remove “remaining” from “the remaining candidates’ security”. It is clear we are talking about 3rd round candidates, both finalists and alternates. Calling them “remaining” is confusing. 

Page 21: The paragraph below Problem 3.2, check sentence “This does not guarantee that cryptographic instantiations are NP hard.” (I think it means “This does not guarantee that breaking cryptographic instantiations are is NP hard.”

Page 21: Paragraph above Section 3.2.2.  check “A few recent papers have attempted to provide concrete security estimates for the parameter sets submitted to the NIST PQC Standardization Process based on these attack papers [131–133].” (It sounds like attacks and estimates are in the same papers. That is, these papers introduced attacks and based on these attacks, estimated security.)

Page 22: above section 3.2.2, “Briefly summarize best known attacks.” It sounds like a reminder and may need to fill in context. Check it. 

Page 22: Section 3.2.3, the 4th paragraph, “ A ring-based analogue of LWE (and an associated public-key encryption scheme) was introduced by Lyubashevski, Peikert, and Regev [139] in 2010.” Why use parenthesis in “(and an associated public-key encryption scheme)?

Page 23: Problems 3.5 - 3.10, the statements are not consistent. Some says “problem asks …” while the others, directly says, “given …, find ….”.  It may not be a problem. But the latter is the common form for problem statement. 

Page 23: Problem 3.5, here do we need to be clear about “norm” as “Euclidean norm”? 

Page 23: Problem 3.6, for NTRU problem, do we need to be more specific about the ring R, because we use “norm” for the element in the ring and module q operations. [This is just a question to make sure.]

[bookmark: _Hlk97626184]Page 23: it uses bold font for “Learning With Errors (LWE) problems.” I think it is an introduction for the Problems 3.7 and 3.8. It may be clear if we add a sentence or so to introduce LWE problems. If bold font is used, it can be confused with the problems below. 

Page 23: “Learning With Errors (LWE) problems.” Do we need to introduce inner product <s, a>? 

Page 23: Problems 3.7 and 3.8, (also 3.9 and 3.10) for m samples (ai, bi), shall we add i = 1, 2, …, m? [I also have a question about whether we shall represent it as a matrix and vector, especially for problem 3. 8, considering the indistinguishability.] 

[bookmark: _Hlk97640928]Page 23: it uses bold font for “Algebraically-structured SIS/LWEproblems.” It is an introduction for the problems 3.9 and 3.10. Adding one sentence or so instead a bold font title may be less confusing. 

Page 23: in paragraph of “Algebraically-structured SIS/LWEproblems” “ as in KYBER, Saber, Dilithium, and FALCON”, suggest using d to replace k, because this k is different from the rank k used in Kyber. (This is my understanding, check!)

Page 23: Problems 3.9 and 3.10, please notice that “q” hasn’t been introduced from the above introduction. Rq is not specified.

Page 24: For SIVP problem, “n-many”, we shall mention “n” is the dimension of the lattice. 

Pages 24-25: Section 3.3, we call both “IND-CPA, IND-CCA2, and EUF-CMA” and “ROM and QROM” as models. They are very different. People accepted “ROM and QROM” as “models” under which the security is proved. IND-CPA, IND-CCA2, and EUF-CMA are security definitions. If this argument is reasonable, then we may make the change in “Besides these security definitions models, there are additional security properties which have been discussed in the literature. See, for example, [154, 155].”

Page 25: Sentence right before Section 3.3.2 (and after the sentence above), “While not required for submission, such properties may be desirable, and are encouraged.” Did we “encourage” the submitters to provide statements on these properties?  If not, we probably need to change the sentence, because this is not call for submissions but evaluating submissions.  

Page 27: The 3rd paragraph, “In the 3rd Round, the KYBER team also provided an extensive and novel analysis of the system’s security “beyond core SVP.” ([14, Sections 5.2 and 5.3]) While many of the details in this section [? sections 5.2 and 5.3] remain somewhat speculative, NIST is not aware of any arguments which disagreed with the general bounds on security gain or loss presented.” It may sound passive and not convincing. Actually, it may be more objective if we say “the general bounds on security gain or loss presented reflected the current understanding of the community.” Or we can simply say something like “In the 3rd Round, the KYBER team also provided an extensive and novel analysis of the system’s security “beyond core SVP.” ([14, Sections 5.2 and 5.3])” The rest is unnecessary and not very objective.  (See comments below for the rest of the paragraph.)

[bookmark: _Hlk97707444]Page 27: The 3rd paragraph, “To wit – in the very worst case, if every open question is resolved in the worst case for KYBER, the scheme would drop slightly below NIST’s targeted security level in the gate-count model (but not in any model that takes into account memory costs).” This is to share a researcher’s view. But if we cannot tell why “the gate-count model” is less important than “any model that takes into account memory costs”, then this sentence will not convey the message we want the readers to hear. (I like to understand it.)

Page 27: The 3rd paragraph, “NIST finds that to be an unlikely outcome; rather, if security is reduced below an intended level, it would much more likely result from new algorithmic progress, not from a lack of concentrated analysis of the KYBER cryptosystem.”  Not too sure what message this will convey. We may indeed have such a belief. But it will not convince the readers to share our belief. For our standards users, regardless for whatever reason, if the security can be reduced, then it is a serious issue. We did not tell people how unlikely it is. 

Page 27: First Line. “for KYBER512”. Please note that the names mapping to different security levels have never been introduced in this report. Here maybe we need to say something like “for category 1 security parameters, Kyber512, …”

[bookmark: _Hlk97650907]Page 28: Section 4.2. Note that the polynomial ring is represented differently from the previous section. Here it is .  In the previous section, it is . Also  is not used in the text below. In the text before Problem 4.1, it uses .  (Not necessarily to use the same letter. But it should avoid using more letters than necessary.)

Page 29: “The decryption failure rate must also be sufficiently low in the static-key scenario to prevent the GJS key recovery attack [170].” Not sure if GJK key recovery attack is commonly named. Maybe “The decryption failure rate must also be sufficiently low in the static-key scenario to prevent the key recovery attack [170] (*by Guo, Johansson, and Stankovski)” *if it is necessary to name the authors of the paper. 



 




contact you if | think you could provide some feedback for a particular comment and you
haven't addressed it.

Great job by everyone - we've almost got it done. Thanks,

Dustin

From: Kelsey, John M. (Fed) <john.kelsey@nist.gov>

Sent: Monday, March 7, 2022 2:36 PM

To: Cooper, David A. (Fed) <david.cooper@nist.gov>; internal-pgc <internal-pgc@nist.gov>
Subject: Re: Commenting on 3rd round report

Everyone,
| can't seem to get the commenting feature to work--maybe because I'm using a weird browser
(Brave)? Maybe I'll just write comments separately and email them or something if | can't figure it
out, but it seems kind of awkward.
On 3/7/22, 14:31, "Cooper, David A. (Fed)" <david.cooper@nist.gov> wrote:

Hi all,

| would like to suggest that anyone wishing to comment on the 3rd round

report at this point use Overview's commenting feature rather than

inserting comments into the body of the document.

| am concerned that comments inserted into the body of the document at

this late stage will be missed and will accidentally end up in the final

document.

Thanks,

David


mailto:john.kelsey@nist.gov
mailto:david.cooper@nist.gov
mailto:internal-pqc@nist.gov
mailto:david.cooper@nist.gov

